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1
Decision/action requested

It is requested to agree to proposals 1-3.
2
References

3
Rationale

It has been agreed that SUPI protection will apply only to those UEs that have been configured for SUPI protection by the home network (ie. provisioning of home network public key to UICC, etc).

It has been agreed that SUPI privacy is important. The reasons for this are twofold: one is privacy of the subscriber itself. A second reason is that SUPI as a handle to the subscriber database can be (as IMSI has been) misused for all kinds of fraud. Therefore it is important that the SUPI is only visible to those parties that have a need to know.
Currently these parties with a need to know are: home network's core network, visited network's core network, and the LI function in the home and visited network.

Proposal 1: it is proposed that only HPLMN core network, VPLMN core network and LI function in the home and visited network need to be aware of the SUPI.

While there is a reasonable argument that networks not supporting NAS confidentiality already severly limit the subcriber's privacy, there is still benefit in keeping the SUPI confidential to avoid potential fraud. To protect against this, SUPI needs to be protected as it being sent over the air.

Proposal 2: it is proposed that SUPI is never sent in clear over the air interface.
It was discussed that there may be regulatory domains that prohibit encryption of SUPI. In that case, only the home network shall be able to configure the UE to send the SUPI in clear. If any network would require SUPI transmission in clear over the air, then this would considerably weaken SUPI protection everywhere, because a man in the middle could forward the base station signals from this network and entice the UE to attach to this fake network. Fortunately, the existence of such a regulatory domain is only hypothetical. Therefore it is not necessary to design a mechanism at this point in time.
Proposal 3: it is proposed to offer privacy protection for all networks. 

4
Detailed proposal

It is proposed to agree on proposals 1, 2, and 3. The solution can be based on key binding, explicit confidentiality protected signaling, or hash based.   
